Peny6maka Cpouja
MWUHUCTAPCTBO IMOJbOTIPUBPE/IE,
[HYMAPCTBA WU BOJJOITPUBPEJIE
Ynpasa 3a BETCPHHY
Bpoj: 003591490 2026 14841 005 000 405 001
Jlarym: 07.08.2026. roaute
Beorpan

O3B 3A NOJAHOLIERLE [TOHY 1A

Yipasa 3a BeTepuHy — MHMHMCTapCTBA MOJHONPHBPGAE, LIyMapcTBa U BOAOMPHBPCIC, Ka0
Hapyunnair, mokpeHyJia je nocTynak Habaske JIHLEHIH Ba AHTHBHPYCHH codrrep 3a ypehaje koju
cTe kopucTe y YIIpaBu 3a BETEPHHY , T€ BAC NO3MBAMO /if I0CTABHTE cBojy nouyay 10 14.08.2026.

roaune 1o 10:00 yacosa, y Ckjiaay ca 10J1¢ HaBeACHHM:

Ilonyhenn antusupycHu copreep mopa OuTH nonyhen| y nocnemsoj A0CTYITHO) KOMEPIHjAITHO)
pep3iju. Tloy KOMepLHMjaIHOM Bep3ujoMm codreepa
xomepumjanny (npopajHy) Bepsujy codrsepa, HE TECTHY WIH pasBojHy Bep3ujy codyreepa Kojy
nponssohaun (y MOjEAMHHM CNyuajeBHMa) HCTOpYUyy, aiu He obesbehyly y3 ucmopy4eny
BEp3Hjy rapaHLjy 10 IHTAlbY OJIPYKABAIbA, KYPHPAHA] KAO U 10 MUTAtbY MOY3/aHOCTH codrepa
K20 IITO TO YHHE Y CIy4ajy KOMEpLHjaTHUX BEP3nja.

pyddiall cMaTpa MOC/eAwY AOCTYNHY

JluuenLe aHTHBUPYCHOT mporpama 3a HajMarse 150 pafynapa y Tpajawy on 1 (jemne) roqmue ca
MHCTANIALH]OM U I1O/IeIIaBAEM HAJHOBH]E Bep3uje aHTHBHPYCHOT NPOrpaMa.

OnuiTy 3aXTeBH
Petnerse MOpa MOAPYKABATH OMEPATHBHE cnmen}e Windows 10, Windows 11 u Windows

Server.

Pelierbe MOpa OMTH HAMEHEHO MOCIOBHHM KOPYCHHIMMA U TIOAPKABATH LIEHTPAIM30BAHO

yIpaB/batbe.

Jlunennupame Mopa oMoryhasatu 3aiuTuTy paaHnX CTaHHIA i cepBepa KPO3 jEAMHCTBEHY

nnardopmy.
AIMHHHCTPAIH]A CHCTEMa MOpa 6utn moryha

3amTHTa 0 MAJBEPA

3amTHTA Y pearHoM BpeMeHy cBuX (ajiiosa
npey3nmMayy.

AyTOMATCKO CKEHHPAHE NPey3eTHX ¢ajnoea.
Jletekuuja BHpyCa, TpojaHaua, spyware-a,
nexessennx arumkauuja (PUA/PUP).
[TpuMeHa MALIHHCKOT YU€Ha U XeyPHCTHYKE &

MoryhHOCT CKeHIpamba M0 3aXTeBy M 3aKa3aHO

rfyrem web untepdejca.

foju ce Kpeupajy, KOTIHPA]jy, Meajy M

rgotkit-a, ransomware-a M TMOTEHLH|aJHO

3¢ 33 OTKPHBAE HETTO3HATHX MPETHH.
CKEHHpamba.




BHXeBHOPAJHA AHAJN3A
Pererse MOpa MOCEAOBATH CHCTEM 33 HA/I30P MO
Mopa 6uti moryhe uaentudurosati u Oroxup
Gyy no3HaTe MmyTeM noTnucHux 6asa.
Mopa nocrojatn moryhnoct ayromarckor 3aycr
MOHAIAA KAPAKTEPUCTHUHE 32 MaJIBEP WIIH ran
Cucrem mopa omoryhinti redunucame npasuig
Pewierse Mopa mocenoBatd noceban Mozayn 3a
Analysis / Behavior Blocking) xoju npencras,
AHTHBHPYCHE JIETeKLH]e.

3amTHTa 0 ransomware Hanaaa
Pelerhe MOpa MOCEIOBATH HAMEHCKH MEXaHH
32CHOBAH HA QHAJM3H MMOHAILAbA.

*

M3MEeHE KOPMCHMYKHX TOATaKa.
Mopa ayTOMaTcKH OOKHPAaTH MpOLEce KOJH
Hanaja.
L ]
Bed 3amTuTa
Biioknparme NPUCTYNa Mo3HATHM MATHIHO3HUM
3amTuTa MOpa (PYHKLMOHUCATH HE3ABHCHO OJ1
Mopa Gutu moryhe nepuHHCaTH JOKAJIHE U LICH
JloKaiuja.
IlenTpaH30BAHO YNIPAB/bAILE
Pewerse Mopa nocenosati cloud koH3011y 3a 'y

L
L]
o Konzona mopa omoryhutu: npernmen craryc
MHLMJeHaTa, MoKpeTambe YIaJbeHOT CKEHHpPaH

nuIennama, nperien 6e3teHOCHIX H3BeTaja

aliama npoueca y peaJiHOM BPEMCHY.
H CyMIbMBE aKTHBHOCTH Ipe Hero mTo

hemama nporeca Koju nokasyjy odpacue
somware.

3a 103B0JbeHE 1 3a0patbeHe mpouece.
aHaM3y MoHalamwa rpoueca (Behavior
ha 3acebaH Coj) 3aMITHTE O KJIACHYHE

aM 3a 3alUTUTY OF ransomware Haraza

Mopa 6uti cnocobHo na naentuduKyje nokyfiaje MacoBHe eHK unuuje, OpHucarma Ui
]

nokasyjy KapakTepHCTHKe ransomware

JamTiTa MOpa (PYHKIMOHHCATH HE3ABHCHO Ol HMPYCHHUX NOTIHCA.

W phishing WHTEPHET JlOKaLM]ama.

opuinheHor HHTEPHET nperiie/iaya.
frpanne mucTe N03BOJLEHHX U 3a0paHkbeHNX

aABJbAILE.

Huje 10380sbeHa 0OABE3HA HHCTANALH]A noce6rI:Jr JIOKAJIHOT management cepsepa.
y cBux ypebaja, mperyien JAeTeKuMja U
h, YIIpaB/bambe MOJMTHKAMA, YIPABIbAHe

rpynucaibe ypehaja no opraHusaluoHum

LeJIHHAMA, KA0 U Jieleripamke a,E[MHHHCT’paTHBI‘*HX rnpaea.

IMo/IHTHKE H AYTOMATH3ANM] A

T[Tozpiika 3a XHjepapXH)CKe MOTHTHKE.
AyTOMAaTCKa MPUMEHA NOJHTHKA Ha rpyne ypeh
MoryhHOCT Kpeupama H3y3eTaka Ha HUBOY
ypebaja.

IleHTpasHO yNpaB/baibe a)ypupamuma 1 KOH(}
Eeunennnja norahaja n v3gemrasame
Esunennmja ceux 6e3bennocuux norahaja.
HCTOpHjCKH Iperie aKTHBHOCTH.

o Tenepucame H3BEITaja O: JeTEKIIH]aMa,
aKypHupambHMa.
o  MoryhHOCT H3B03a H3BEIUTAJA Y CTAHMAP/HE dp
Ilepdopmance

o Pememe MOpa UMATH MaJIH yTHUA) HA nephopy
Mopa KOPUCTHTH ONTHMH30BAHE MEXAaHH3ME
npolecopa 1 MeMOopHje.

hja.
ppraHusalfje, rpyne WM Moje/HHaqHor

TypaLMjoM KJIHjeHaTa.

CKEHHMpawHuMa, CTarycy 3alrTure o

pmare.

aHCe paJlHUX CTaHHLA.
CKeHHUpama paau CMameHmha on'repehe}ba




Huje n03BO/LEHO 3HAYAJHO yCHopaparbe nq
KaH1eapHjCKHX arIMKaImja.

JlonaTHH 3aXTeBH

[Tonpuika 3a paja ylaJbeHuX KOPUCHUKA.
IMonpiika 3a ypehaje KOjU IOBPEMEHO HH
opraHu3zauuje.

Moryhnoct ynpassbamba mytem MoOuIHnx ypehs
Camo3almTiTa KinjeHTa oz Heosnauhenor rame

Kpurtepujym 3a OleHBambe MOHY /A j& HajHHKa

Pok ucnopyke 30 (TpuaeceT) naHa o/l aHa 3aK]

KpeTatka OneparuBHOr CHCTEMA HJIH

Cy I0BE3aHH Ca JIOKaAJIHOM MPEHKOM

ria wiK web npernenaya.

}ba HJIH H3MEHE KOH(UTypaLHje.

YKYITHA LleHa.

by deba

Unanom 27. cras 1. tauka 1. 3akoHa o JaBHHM H

askama (,,Cnysx6enn riacunk PC™ 6poj

91/19 u 92/23), nponucano je ma ce oxpende OBOr 3akojia He NpUMeryjy ce Ha Habapky nobapa,
yesyra W CripoBoljeme KOHKypca 3a Jn3ajH, unja je mpouemena speanoct mawa ox 1.000.000
nuHapa u HabaBKy pajoBa 4nja je npouewena speaHoct mama oa 3.000.000 nunapa.

CpencTea 3a peanusaimjy Habaske o6esbehena cy Bakonom o Gyuery Penybmuke CpOuje 3a
2026. rommny (,,Cnyx6enn rnacuuk PC”, 6poj 108/2025) pasneo 24, rnasa 24.1, gynxunja 760,
exoHoMcka kiaacuduranuja 515192, a nasenena HabaB{a Ce HANA3W Y HHTEPHOM TLTAHY Ha0aBKH

Hapyunoua 3a 2026. roauny nmoa peauum opojem 2.2. H
3a ypehaje koju cTe KopucTe y YNpaBH 3a BETEPHHY.

ABKE JIMLEHLM 32 aHTHBUPYCHU CODTBEp

Pox 3a noaHomeme nonyae je 14.08.20

26. rogune 1o 10:00 caTn.

Kpurepujym 3a u360p HajnoBo/bHH]Er nonyhaqaijecre HajHHKA yKynHAa nonyhena nena.

C obG3upom na Hapyumnai He KOPHUCTH €JIEKT
Ha0aBKM, @ KOJH 3aKJbyyaBa NOHYJE y TPEHYTKY IOJH
HEMOCPEIHO MO MCTeKY pOKa 3a MOJHOLUIEHEe HCTH)
kopuinhemneM eJIEKTPOHCKE NnouiTe.

Ilonyhau mouyay aocTaB/ba npemnopyveHom
nucapuuuH Ynpage 3a 3ajeJHHUKe MNOCJIOBE P

OHCKH CHCTeM 3a crnpoBoheme H3y3eTHx

piiewa Tako 1a ce MOry OTKJbYYaTH TEK

NoHyJa He Mo)ke OWTH J0CTaB/beHA

2

NOIITOM HJH JIHYHOM NPeIajoM Ha
b nyOJIHUKHX oprasa, Tako naa Oyae

3anpHMJbeHa 10 Bpemena oapeheHor 3a oTBapare NPHYAA, Yy 3aTBOPEHO] KOBEPTH:

VYnpagea 3a Berepuny
OmMaaaHHCKHX Opuraja op. 1

Hogeu beorpan
Hanomena: 3a nadaBKe JIHIEHIH 32 AHTHBHPYCHH
Ynpasu 3a serepuny 6p 003591490 2026 14841 005 0
Jano orBapame nmonyaa Ouhe u3Bpueno 1
10:15 carTu, na aapecn: Omaaaunckux 6puraaa op.1

¢reep 3a ypehaje koju cTe Kopucre y
405 001 :HE OTBAPATH

na 14.08.2026. roanHe €a NOYETKOM Y
Hosu Beorpan, 1/52.




Olena n paHrHpame MOHya BPIIH Ce Ha OCHOBY YTBpheHor KpUTEpHJYMa, Cauntbasa ce
M3BEINTa] KOJU CaApiKu CBE OCHOBHE MOJATKE O no:&%aquma, nonyheHHM 1eHaMa M ApYruM
TPayKEHUM eJIeMEeHTHMA MoHy/ie (LeHe, POKOBH, yCJIOBH H HAUHH nnahama, ¥ C1.) ¥ MPeIoroM 3a
3aKJbyUeHe MPEIMETHOr YTOBOPA Ca HAjIIOBOJHHH]HM nduyhauem.

Y OBOM NOCTYNKY HE JIOHOCH ce noceOHa Onfiyka O JIOJeJM yrogopa, seh ce yrosop
3aKJbyuyje Ha OCHOBY H3BEILTAJA.

;l\\ —

Mapuja I'pouh,
cayxxGennk 3a jaBHe HabaBKe
VYrpaga 3a BETEPUHY
MUHHCTAPCTBA MOJBLOIIPHBPEE,
LIYyMapcTBa U BONONPUBPENE




NOJALM O TOHYRAYY

MOCJIOBHO UME
ITOHYBAYA
YJIMIIA U
BPOJ

CEJAUIITE MECTO

OINIUTHUHA

MATWYHHU BPOJ MTOHYBAYA

MOPECKH 5POJ MOHY'BAYA

BPOJ PAUYHA U HA3UB BAHKE

JIMIE 3A KOHTAKT

EJIEKTPOHCKA AJIPECA JIULIA
3A KOHTAKT

TEJE®OH

JINIIE OJA'OBOPHO 3A
NMOTIMUCUBAILE YI'OBOPA

MecTo M 1ATYM Ogaamheno auue nonyhaua




OBPA3AILL NOHV[IE

Bpoj nonyae u aaTym :

Vkynna uexa oes I1J1B

nMHApa

6e3 I1/1B

Viynua nena ca I1/1B

JIMHapa

ca [1/IB

Pok Bakera MmoHyae

(MuanmymM 30 naHa o1 JaHa OTBapara noHyza)

JaHa o/ JaHa OTBapama NOHYIa

Pok ucnopyke

JaHa oj JlaHa 3aKJ/by4cibha

yroeopa

Pok u nauuH mahama:

Hapyunnan he spumtu niahase, 1o
npujemy ypenne e pakrtype, Ha OCHOBY
3anuCcHUKA O TPUMONPEIajH NMPEAMETHIX
nobapa, Ha pauyH uzabpasor
nonyhaua/nodapssaua, y poxKy

| on nauna (monymasa nonyhaq — 3a
HAPY4HOLA J& MPHXBATIBEHBO Y POKY 110 45
JlaHa)

MecTo 1 J1aTym

Kpurepujym 3a uzbop najmososbHujer nonyha
yenyra 6e3 I171B-a.

Osaawheno auue noxyhaua

a jecTe HajHMKA YKYTHA nonyhena 1ena




Vkonuko nBa nonyhaya noHyne MCTy LeEHY, YFOBOP he ce monenuTtn nouyhady koju
MOHYIM Ay’KH POk riahama.

Hanomene:
- Vkommko nonyhau nuje y cucremy I1JIB-a, noyhau crapsba y moHyan Ty HAMOMEHY.

- Hapyuman Huje npeasujieo MoryhiHoct nosehfa nene, Te je monyhena ueHa KOHauHa.
- TIpHAHKOM CAMHILABALA MOHYAE ynoTpeba geuara HH]e 0DABe3HA.




